In this paper, we study the performance of the selection combining and switch and stay combining methods in secure cooperative device-to-device (D2D) communications underlying a cellular network where an untrusted amplify and forward relay helps D2D communications. In our model, we specifically consider the interference from the cellular system over the D2D pair and the interference from the D2D pair over the cellular system. We assume that D2D communication is performed in such a way that the required outage probability of the cellular system is preserved. We obtain an exact closed-form expression for the lower bound of secrecy outage probability of the D2D pair, as well as an asymptotic expression for the outage probability for both the selection combining and switch and stay combining schemes. Using simulations, we study and compare the performance behavior of the selection combining and switch and stay combining schemes as the system parameters change.
considered an opportunistic transmission scheme for cooperative networks assisted by an untrusted AF relay where the destination opportunistically chooses between the direct link and the relay link based on the achievable secrecy rate of each link. The exact value, as well as a lower bound on the secrecy outage probability (SOP), is obtained. In [9] , the authors considered a cooperative network where the relay is untrusted and is equipped with multiple antennas, and the destination performs MRC on the signals received from the direct and the relay links. In addition, they considered the effect of cooperative jamming in their scheme. The authors in [10] considered an artificial noise-forwarding scheme with relay selection for untrusted AF relay networks. This work was further extended in [11] to a case where the relays overhear the signal transmission in the second hop. The authors in [12] studied the secrecy outage performance of cooperative communication where a source wants to communicate with a destination with the help of an untrusted AF relay and obtain the SOP where the destination performs an MRC scheme.
To the authors' knowledge, there is no work that studies the performance of link selection for D2D communications in which physical layer security with an untrusted relay, the effect of cross-interference, and the effect of the direct link are considered in a unified framework. Due to the mathematical relation of these issues with each other, such a unified consideration makes the analysis difficult. In this paper, we propose a link selection for D2D communications that is assisted by an untrusted AF relay. In our scheme, we specifically consider cross-interference. However, cross-interference makes the outage analysis a challenging task. More precisely, the transmit power of the D2D pair is constrained in such a way that the outage probability of the CN remains acceptable. We consider two cases. In the first one, the receiver of the D2D pair (DR) applies a selection combining (SC) scheme [13] to choose between the direct link and the relay link. In the second one, the DR applies the switch and stay combining (SSC) [13] scheme (in which the received signal-to-interference-plus-noise ratio (SINR) of the links is compared to a threshold), selects the link whose SINR is higher than the threshold, and changes the link when the SINR of the selected link becomes lower than the threshold. We obtain the exact expression for the lower bound on the SOP in both cases and study their behavior using simulations. In summary, the contribution of the paper can be stated as follows:
1. The main contribution of the paper is the considered model. In our model, in contrast to previous works, we study the performance of a relay assisted network where the assisting relay is untrusted and hence security should be considered.
2. We consider the effect of security, relaying, cross-interference, and the direct link in a unified framework. Considering all of these issues in a unified problem will make the analysis complicated, involving the computation of the probability density function (PDF) of functions of several related random variables.
3. We obtain the performance of the proposed model based on the outage probability in a closed form for two diversity schemes: SC and SSC.
The organization of the paper is as follows: the system model is presented in Section 2. In Section 3, we provide the outage performance analysis for the proposed system for both the SC and SSC schemes. Asymptotic analysis is provided in Section 4. Simulation results are described in Section 5, and the paper is concluded in Section 6.
System model
We consider a communications scenario in which a D2D pair wants to communicate with the help of an untrusted AF relay using the same spectrum shared by the coexisting CN (see Figure 1 ). This means that the D2D pair and the CN produce interference for each other (cross-interference) that must be considered. We assume the presence of a time-slotted transmission. For the CN, a new message is transmitted from the BS to the cellular receiver (CR) over each slot. However, the transmission of the D2D pair requires two time slots. In the first time slot, the transmitter of the D2D pair (DT) transmits its signal, while the relay and the DR receive. The relay amplifies the received signal and forwards it to the DR in the second time slot. The DR selects either the direct link or the relay link, according to the SC and SSC schemes. and E{z} is the expectation value of random variable z . Let P BS , P DT , and P r respectively denote the transmit power of BS, DT, and relay r , which are assumed to be fixed in this paper. The channel capacities from the BS to CR in the first and the second time slots, respectively, are given by
. The transmit power of the DT and the relay should be limited to preserve the quality of service (QoS) of the CN transmission. Here we limit the transmission power at the DT and the relay such that the following constraint in time slot i is satisfied:
where
out is the outage probability of the CN at time slot i , R C is the transmission rate of CN, andP C out is the required outage probability limit.
Proposition 1
The transmit powers P DT and P r should be respectively constrained as:
where ϑ = 2 RC − 1 .
Proof Please see Appendix A.
As is obvious from Eq. (2), ifP
happens due to profound fading of the CN channels, the transmit powers of the DT and r should be set to zero and the CN channel is unavailable for the D2D transmitters. Therefore, we assume that the D2D transmitters transmit their data with their maximum allowable power, i.e. Eq. (2) can be given as follows:
where Λ + = max(Λ, 0) and Λ =
Note that, as can be seen from Eq. (3), there are some values for the system parameters such asP C out that result in zero transmission power for the DT and the relay. This will be observed later in simulations.
In the D2D system, the received signals by the relay r and the DR in the first time slot are respectively given by:
where n r and n DR , respectively, are the additive white Gaussian noise at the relay and DR with zero mean and unit variance, and x C and x D are respectively the unit power symbols transmitted by the DT and the BS in the first time slot. The relay scales the received signal by the factor G =
, constructs the symbol x r = Gy r , and sends x r to the DR. The received signal by the DR in the second time slot is given by:
where x C ′ is the transmitted symbol of the BS in the second time slot.
The SINRs at the relay and the DR in the first time slot are respectively given by γ DT →r = 
N0+PBS |hBS→DR|
2 . The cross-interference makes analytical study using the exact SINR for the relaying link, i.e. γ DT rDR , a challenging task, meaning that studying the performance of the proposed scheme is not easy and much more complicated computations are involved. This is mainly due to considering the crossinterference from the cellular system to the D2D pair that changes the SINR expression as the interference appears in the denominator. In such an expression, more than one random variable is involved, and the PDF of such random variables, i.e. the SINRs, will have a complicated form. Therefore, we use the approximation γ DT rDR ≈γ DT rDR = min(γ DT →r γ r→DR ) [14] .
It is easy to show that the cumulative distribution function (CDF) of random variable γ DT →DR is given as follows:
Pa
, a ∈ {BSDT r , and b ∈ {CR, DR, r (please refer to Appendix B). The
CDFs of F γDT →r (γ) and F γr→DR (γ) are similar to Eq. (6) with the corresponding parameters.
The secrecy capacity of the proposed scheme with an untrusted relay is given by:
where X = {SC, SSC} . The SOP is defined as the probability that the secrecy capacity is below a positive threshold as [15] :
where R S is the secrecy rate of the D2D transmission.
Outage performance analysis

SC scheme
In the SC scheme, the path with the highest instantaneous SINR is chosen between the direct and the relay link so that the end-to-end SINR can be written as [13] :
When the DR adopts the SC scheme, the CDF of the corresponding SINR, i.e. γ SC e2e , is given by:
where the second equality is due to the independency of the involved random variables and the last equality follows from the definition of the CDF for the minimum of two random variables [16] .
By substituting Eq. (7) into Eq. (8) and defining α = 2 2RS , we have the following:
where γ SC e2e (y) = max (γ DT →DR , min(y, γ r→DR )) and f γDT →r (.) is the PDF of γ DT →r given by:
Proposition 2
The exact closed-form expression for the lower bound of the SOP of the D2D pair communications for the SC scheme can be obtained by:
where:
, and E 1 (.) is the exponential integral function [17] .
Proof Please see Appendix C.
SSC scheme
By substituting Eq. (7) into Eq. (8), we get the following:
When the DR adopts the SSC scheme, the CDF of the corresponding SINR, i.e. γ SSC e2e , is given by [13] :
whereγ DT rDR (y) = min(yγ r→DR ).
Proposition 3 The exact closed-form expression for the lower bound of the SOP of the D2D pair communications for the SSC scheme will be given by:
where, defining τ = γT −α+1 α , we have the following expressions:
Proof Please see Appendix D.
Asymptotic analysis
We can now provide analysis of the asymptotic expression of the SOP of the SC and SSC schemes here. We first define the parameter δ BS = P BS N0 , which is noise power normalized transmit power of the cellular BS (see [18] . This is similar to the exact analysis part in Appendix C and with the use of the following [17] :
The asymptotic expression for the SOP of the SC scheme, i.e. Eq. (13), can be written as:
− ln(
Note that (as will be seen in the simulations), in Eq. (13), as δ BS → ∞ , the SOP does not tend to zero. Indeed, the SOP tends to a nonzero constant called the SOP floor, and this SOP floor is Eq. (29).
Following similar steps as for computing the asymptotic expression for the SOP of the SC scheme and the same steps outlined in Appendix D, we can obtain the asymptotic expression for the SOP of the SSC scheme, i.e. Eq. (22), as given in the following:
(30)
Simulation results
In this section, we provide numerical results for the performance of the proposed link selection scheme for independent Rayleigh distributed fading channels. To study the behavior of the SOP of the D2D pair, we change the noise power normalized transmit power of the cellular BS, i.e. δ BS = PBS N0 , to obtain the corresponding lower bound of the SOP for the SC and SSC schemes and plot the results in Figure 2 . The SOP of both schemes decreases when the transmit SNR δ BS increases, and these SOPs tend to a nonzero constant, i.e. the outage floor. As seen in the figure, this outage floor is indeed the one obtained from the asymptotic analysis. In addition, it can be seen that the SOP of the SC scheme is lower than that of the SSC scheme. This is because in the SC scheme, at all times, we use the link with the highest SINR, which means the SINR of the SC scheme is always higher than or equal to that of the SSC scheme. This results in a lower SOP. Increasing the value of R S will increase the SOP, as can be seen in Figure 3 .
Next, we perform the previous simulation for different values of the outage requirement of the CN, i.e. P C out , to study the effect of the outage requirement of the CN on the performance of the proposed link selection Figure 2 . SOP of the D2D pair for the SC and SSC cases versus transmit SNR δBS . System parameters are: scheme. We change the outage probability requirement of the CN, obtain the SOP of the D2D pair, and plot the results for different values of R S in Figure 4 . It can be seen that increasing the outage requirement of the CN decreases the SOP of our scheme. This is mostly because the lower outage requirement for the CN forces the D2D pair to transmit with lower transmit power, which leads to high SOP (see Eq. (3)).
To explicitly show the effect of R S on outage behavior, we change the value of R S , compute the outage probabilities of the SC and SSC schemes, and plot the results in Figure 5 . It can be seen that the SOP of both schemes tends to one as the secrecy rate requirement increases, and the SOP of the SC scheme is lower than that of the SSC scheme. 
Conclusion
In this paper, we proposed a new communications scheme in which an untrusted relay assists the communication of the D2D link underlying the CN. Because of the shared spectrum, there is cross-interference from the cellular system over the D2D link that was considered in our model. We obtained an exact closed-form expression for the lower bound of the SOP and further studied the asymptotic behavior of the outage probability. We studied the behavior of the SOP when the system parameters changed and it was observed that the SOP of the SC scheme was always lower than that of the SSC scheme. This is because the SINR of the SC scheme is always higher than that of the SSC scheme.
Appendices
A. Appendix Proof of Proposition 1
We obtain the primary outage in Eq. (1) for the first hop as the outage of the second hop can be obtained in a similar way. The outage probability of the primary link in the first hop can be written as follows:
The integral in Eq. A.1 can now be easily computed to obtain the following: 
N0
. We now have: 
C. Appendix Proof of Proposition 2
To compute the expression given in Eq. (11), we first need to compute the CDF F γ SC e2e (y) (.) where γ SC e2e (y) = max (γ DT →DR , min(y, γ r→DR )). Defining z (y) = min(yγ r→DR ) , we note that the random variables z (y) and γ DT →DR are statistically independent. Therefore, we can write the CDF F γ SC e2e (y) (.) as follows [16] :
where the CDF F γDT →DR (.) is given in Eq. (6) . Using the following result [16] :
the CDF F z(y) (.) can be obtained as follows: x dx [17] , Eq. C.5 can be computed and Eq. (13) follows.
D. Appendix Proof of Proposition 3
To compute the outage expression in Eq. (22), we must compute the integral in Eq. (20). Substituting Eqs. 
